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1 Introduction

The Northern Territory (NT) Government has embraced the internet as an emerging means of communicating and exchanging information, delivering services, and interacting with clients. 

It is critical to consider all the various communication methods available and the potential of the internet as a complimentary option.  It is recommended that website developers urge their respective content co-ordinators to consider the appropriate use of technology in regards to all means available to communicate information to both internal and external clients.  

A website must meet the needs of users if it is to meet the needs of the organisation providing the website.  To implement a website which users find effective, efficient and satisfying requires a user-centred approach to the design process.  It is essential that representatives of the target audience be involved throughout the development of a website.

Effective websites assume a lack of knowledge of the organisation on the part of the user and assume a subject matter approach to guide the user to the appropriate topic or functional subject matter.  Agencies should observe principles of good customer service and design their web pages or websites in an appealing, informative and easy-to-access format for the intended audience.

The following statement captures the philosophy behind the development and ongoing maintenance of government websites:

“People wishing to find government information need to know the information exists and be able to obtain that information quickly, confident that it is current, authoritative and accurate. When the information is located it needs to be understandable, useable and consistently presented.”

The NT Government Website Guidelines were developed to help agencies maximise the benefits and minimise the risks associated with providing access to government information and services through the World Wide Web.  The guidelines place emphasis on the various characteristics that lead to website success.  Agencies should use the attached checklists (Appendices A and B) as a self-assessment tool.  

1.1 Custodianship

Agencies are the custodians of government information and services.  Each agency is required to designate internal staff to take responsibility for the accuracy and currency of each information resource and service provided on their website. 

The NT Government Web Manager, ITNT, Department of Corporate and Information Services (DCIS) is the NT Government Webmaster.  

Each individual agency owns its agency websites.  Individual agencies are responsible for ensuring they nominate a website manager to be the custodian of the website.  

Agency content owners are the custodians of the content available on an agency’s website.

The names and contact details of agency custodians should be forwarded to the Security and Standards Unit (SSU), ITNT, DCIS wherever possible.

1.2 Document purpose

The NT Government Website Guidelines were developed according to industry standards and best practice for the publishing and management of information and services on the Internet.  The primary purpose of this document is to ensure NT Government websites present information and services that are:

· Easily navigable and accessible for users;

· Educational and service-oriented;

· Actively maintained in a manner that reflects ownership by senior management;

· Clearly identified with the NT Government; and

· Amenable to cross-agency online information searches and resource discovery.

The NT Government Website Guidelines have been developed as a suite of tools to advise and assist in NT Government agencies website proposals, development, management and maintenance.

1.3 Intended audience

The NT Government Website Guidelines is a resource for staff and consultants involved in the development of NT Government websites.  A basic understanding of website development is assumed.  Various resources including templates and pro-formas are available for web developers.  These are referred to throughout the document and are listed in section 4.5.

Please refer to the NTG Web Server: Environment and Guidelines for details about File Transfer Protocol (FTP), Telnet, Samba, passwords, forms, page counters, website statistics, FrontPage Extensions, discussion lists, Service Side Include (SSI) etc.

1.4 Scope

The NT Government Website Guidelines apply to the development and maintenance of websites for departments, agencies, and statutory authorities.

1.5 Application of the Guidelines

Elements identified in the NT Government Website Guidelines as ‘required’ are mandated by the NT Government and must be implemented by website developers.  Developers are strongly encouraged to implement the ‘recommended’ and ‘desirable’ elements identified within this document.  Agencies should use the attached checklists (Appendices A and B) as a self-assessment tool.  

For all new and significantly re-developed websites, developers should complete and sign the checklists.  The agency website manager or strategic advisor should co-sign the checklist and a copy should be retained by the agency.  Any deviations from the guidelines should be noted, along with the reasons for the deviation.  

1.6 Exemptions

Requests for an exemption from a ‘required’ element should be submitted by written application to the SSU, ITNT, DCIS, 08-8924 3844 (facsimile:  08-8980 0706.)
1.7 Acknowledgments

DCIS recognises the valuable contributions of the Territory, State, and Commonwealth Governments in the preparation of this document.  In particular the inclusion of significant material from ACT Website Guidelines and Commonwealth Department of Health and Aged Care, Publishing standards for HealthInsite, Version 2.1, January 2000.
http://www.healthinsite.gov.au/publishing_standards.cfm.
1.8 Related Standards

Where applicable, these guidelines reference various international standards in relation to website development.  These include:

· Australian Government Locator Standard (AGLS) metadata:
http://www.naa.gov.au/recordkeeping/gov_online/agls/summary.html;

· World Wide Web (W3C) Web Accessibility Initiative:
http://www.w3.org/WAI;

·  X-500; and

· NT Government Internet / Web Services Policy.

2 Writing guidelines

· Refer to the NT Government Writers’ Style Guide
[RECOMMENDED]
The NT Government Writers’ Style Guide has been developed in conjunction with the NT Government Website Guidelines.  NT Government websites must comply with the NT Government Writers’ Style Guide.

The following elements provide an overview of writing style requirements for the internet.

· Write succinctly and use plain English
[RECOMMENDED]
Acronyms, jargon and complex words are to be avoided unless explained in hypertext links.  Text is to be written in plain English using uncomplicated sentence and paragraph structures.  Ensure the word count of web documents is minimised to limit scrolling and aid online reading.

· Make web pages scannable
[RECOMMENDED]
People rarely read web pages word by word.  Provide scannable text with highlighted keywords, meaningful headings, bulleted lists, and short paragraphs. 

· Ensure content is free from vulgarities and is non-discriminatory
[RECOMMENDED]
Content that could be considered offensive to any section of the community is not to be published.

· Place important information first
[DESIRABLE]
Text should follow the media style of writing:  begin the document by giving the reader the essential facts, follow by providing the most important supporting information, and end by giving the background.  This ‘inverted pyramid’ approach allows the user to read important information immediately and then read additional information if they want more detail. 

3 Design guidelines

3.1 Availability

· Provide access to all publicly available information
[RECOMMENDED]
Ideally information intended for public consumption will be available for electronic viewing.  In situations where this is not practical (eg high cost and limited benefit, low demand, publication complexity, or low suitability for web delivery) the information must be discoverable through the website.  This can be achieved by providing summary information and details on how to access a hardcopy.  Any decision not to publish must be made by an appropriate senior executive or delegate.

Agencies must ensure that the following items of information are available through their websites (this may not be appropriate for certain cross-agency and cross-jurisdictional portals – for example the Business Gateway):

· Service directories that include a description of services provided, the hours of operation and appropriate contact details;

· Legislative information under which the agency operates, or is responsible for administering;

· Annual reports, corporate plans and other public accountability-type documents;

· Policies, guidelines and other documents used in decision-making that are deemed appropriate for public access; and

· A link to the Minister’s website. 

It is not necessary for information to be physically hosted on the agency’s website.  The website may provide links to information hosted elsewhere. 

· Provide access to forms that are in public demand
[DESIRABLE]
Forms that are frequently completed by the public should be made available on agency websites, either in downloadable or interactive format.  Agencies are encouraged to ensure that all forms are presented in a consistent and professional manner.

Each form should be clearly documented to identify its purpose, who should use it, when it should be used, how to complete it, and where to submit it.

It is not necessary for forms to be physically hosted on the agency’s website.  The website may provide links to forms hosted elsewhere. 

· Provide documents in an appropriate format
[RECOMMENDED]
Before creating a document in HTML consider the characteristics of the content and how to best present it for online reading. Some documents, particularly those that span many pages, may be more suited to off-line reading.  In these cases a downloadable version, specifically formatted for printing, should be provided as well as, or instead of, the HTML version. 

Accessibility issues must be addressed when providing downloadable documents. A format that is accessible to the visually impaired must be available.  It should be noted that PDF documents are more difficult for those who rely on text readers to access, and require additional software.

Refer to section 3.8.6 for guidelines on formatting long documents.

· Publish online first
[DESIRABLE]
Extended timeframes are usually associated with the production of hardcopy publications.  Public documents should, where appropriate, be published electronically prior to their hardcopy equivalents.  This will ensure information is made available to the public in the shortest possible time.

· Highlight the availability of new content
[DESIRABLE] 

Draw attention, when appropriate, to new information and services either directly on the home page or within a ‘What’s New’ section.  This will assist users wishing to locate new material.

3.2 Titles and headings

· Provide meaningful text in the <TITLE> tag
[RECOMMENDED]
The text assigned to the <TITLE> tag appears in the title bar of the web browser and is reflected in various navigation support mechanisms (eg bookmark lists, history lists, and search results).  The page title must accurately and succinctly describe the content of each web page.  The title tag should appear in the following format: Northern Territory Government [Australia] – Department Name – Page Name.  For example, Northern Territory Government [Australia] – Health Services – Aged Care.

· Provide effective headings
[RECOMMENDED]
Headings that accurately and succinctly describe the content of sections facilitate page scanning allowing users to quickly find the information they want.

· Headings are to appear in ‘sentence’ case format
[DESIRABLE]
The initial letter of the first word should be capitalised with all remaining letters, except for proper nouns and acronyms, in lower case.  The use of too many initial capital letters in headings can disrupt the reader’s comprehension.  Headings should not include full stops.
3.3 Text formatting

· Maximise readability by making paragraphs left justified
[DESIRABLE]
Paragraphs are generally left justified, though text is occasionally more effective when centred or right justified.  When centre formatting is used, it is better to keep the message tight.  

· Never underline text in a Web page unless it is a link
[RECOMMENDED]
Underlined text can be easily mistaken for a link and should not be used.  The preferred method of highlighting or emphasising text is to use the bold font style.

Italicise references to published documents
 [RECOMMENDED]
References to published documents (eg reports, Acts, etc) should be in italics.

3.4 Dates, times, telephone numbers and locations

· Provide date, time, telephone and location information in a format that is complete and understandable
[RECOMMENDED]
Information published on government websites must be presented in a manner that is precise and complete.  Date, time, telephone and location information should account for the geographic location of users.  Apply the following conventions to avoid confusion:

Dates:
Spell out references to the month (eg 1 January 2000).

Times:
Specify time zone information (eg 9:00am AEST).

Telephone Numbers:
Include the international dialling code and area code (eg +61 2 6207 5111).

Locations:
Provide complete details and avoid using abbreviations that may only be understood locally.

Currencies:
Indicate the type of currency (eg AU$100.00).

3.5 Footnotes and endnotes

· Use endnotes when referencing other works
[RECOMMENDED]
Unlike printed documents footnotes are to appear at the end of the document.  This type of note is commonly referred to as an endnote.  Endnotes consist of two parts:

· Note reference mark:  A number that indicates that there is additional information contained in an endnote.  The note reference mark identifies the note; and

· Note text:  The details (eg explanations, comments or citation of sources) of the note.

3.6 Site structure

· Develop a user-centred structure for the website
[RECOMMENDED]
Organise information in a manner that is meaningful to the user.  The user should not be required to have an understanding of the internal structure of government in order to find the information or service they require.  Provide a hierarchical or linear structure (or a combination of the two) taking into account user expectations and the functionality to be delivered:

· Hierarchical structure:  Pages are grouped according to a number of attributes or categories.  This is the most effective method for organising large volumes of information.

· Linear structure:  Pages are presented in a logical sequence.  This approach is best suited for search results that present information alphabetically or according to ranking and web-based applications and forms that progress through a number of steps.

· Design hierarchies of breadth rather than depth
[RECOMMENDED]
A site structure that forces the user to traverse layer upon layer of subcategories before reaching the required information (or completing a continuous series of steps before finishing a form) can be very frustrating.  Users often become lost or suffer from ‘are we there yet?’ syndrome once they go beyond the third level of a site.  Websites that feature flat structures may require the scanning of longer lists but overall they present fewer useability problems.  All content should be accessible within three or four mouse clicks. 

3.7 Directory structure and file naming

· Use lowercase file and directory names
[RECOMMENDED]
Create all file and directory names in lowercase to avoid broken links and improve the portability of the website.  Do not include spaces in file names.  This will prevent the files from being misinterpreted or rendered unrecognisable by the internet server.

· Observe the server environment and protocols
[RECOMMENDED]
The NT Government Web environment consists of three main information levels.  These are:

· Internet:  This level is completely open to the public and includes everyone on the World Wide Web, including all NT Government employees;

· Intranet:  NT Government employees only; and

· Agency Staff Only:  Private web pages viewable by individual agency employees only.

Note:  Not every agency has information at all three levels although most agencies have both internet and intranet websites.  Please refer to the NTG Web Server:  Environment and Guidelines for details about FTP, Telnet, Samba, passwords, forms, page counters, website statistics, FrontPage Extensions, discussion lists, SSI etc.

· Create a directory structure that mirrors the site structure
[DESIRABLE]
The directory structure and site structure should match to make it easier to find and organise files, thereby improving the maintenance of the site. 

Example Directory Structure for a Website:
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Contents of the File Directory

Staging: 

docs: contains source (textual) files and correspondence

finals: contains all the files to be transferred to production server

wip: [work in progress], including all graphic files (eg fireworks(png), imageready(png), photoshop(psd), etc) plus dreamweaver templates, style sheet templates etc

Production:

docs: .doc .rtf .pdf .xls etc

js: javascript files

media: all image and multimedia files, jpg, gif, aif, wav, mov, avi

ssi: server side include files

Page layout

3.7.1 All pages

· Establish a visual identity and apply it throughout the website
[RECOMMENDED] 

The branding of a website can be established by incorporating common design elements (eg colours, logos, styles, etc) into every page.  Not only does this present a professional and consistent visual identity, it provides an important ‘sign-post’ that informs the user of their location.

· Provide a link to the NT Government website
[RECOMMENDED]
All web pages must have a clearly identifiable link to the NT Government website (http://www.nt.gov.au).  The link must incorporate the words ‘NT Government’ and the correct NT Government logo.

This approach will facilitate access to other government websites.

· NT Government logo
[RECOMMENDED]
It is a requirement that the Northern Territory Government logo be used on all materials that are distributed externally to the Government.  This includes internet sites.  The NT Government logo must enjoy equal prominence to individual agency or department logos.  For information on the use of the NT Government logo, please contact the Director, Protocol, Department of the Chief Minister, 08-899 6227.
· Create web pages that are free standing
[RECOMMENDED]
Users may access pages directly without coming in through the home page.  Web pages must provide contextual clues so users can easily identify their current location and then move on (ie no ‘dead-end’ pages).

· Include footer details at the base of all web pages
[RECOMMENDED]
An area at the bottom of all web pages is to be reserved for:

· The agency name and a link to agency home page;

· The agency contact information or a link to the agency contact information; 

· The date the document was last updated;

· A link to the copyright notice
http://www.nt.gov.au/ntg/disclaimer.shtml#copyright;
· A link to the disclaimer notice
http://www.nt.gov.au/ntg/disclaimer.shtml#disclaimer;
· A link to the privacy statement
http://www.nt.gov.au/ntg/disclaimer.shtml#privacy; and
· A link to the NT Government home page, as stated above.
Note:  A generic privacy statement for the NT Government will be available for use by agencies.  However, in some circumstances the generic statement may not be sufficient, and agencies will be directed to develop their own privacy statements.

3.7.2 Home page

· The home page must be informative and inviting
[RECOMMENDED]
Provide enough information for visitors to recognise what is being offered, enough to invite them to explore further and simple navigation aids to make that task easy.  Clutter, in the form of distracting animations, unnecessary graphic elements and blinking or scrolling text, should be eliminated.  These are more annoying than helpful to page visitors.  Include the agency name, address, telephone number and readable e-mail address of the agency or business unit responsible for the information contained in the site.

· Design the home page to fit within the ‘prime screen real-estate’
[RECOMMENDED]
The home page must be concise and easy to read.  All primary navigation and core information should be designed to take advantage of the ‘prime screen real-estate’ of 600w x 400h pixels.  Any need for scrolling down to lower priority information should be optimised for viewing on a screen operating at a resolution of 800w x 600h pixels. 

· Provide a prominent link to the NT Government Website
[RECOMMENDED]
The home page must facilitate direct access to government services by providing a clearly identifiable link to the NT Government website (http://www.nt.gov.au).

3.7.3 ‘Splash pages’ and ‘front door’ pages

· Avoid providing a ‘splash page’ or ‘front door’ page at agency home pages
[RECOMMENDED]
‘Splash pages’ are the graphically rich entry pages commonly used to attract attention and develop brand recognition.  They often consist of sophisticated animated displays (eg Macromedia Flash) designed to make a lasting visual impression prior to providing access to the main website.  

‘Front door’ pages are similar to splash pages, except that they are often static, as opposed to animated, pages.  

Both splash and front door pages prompt users to ‘click here to enter the site’, and often lead to frustration.  Access to government information and services should be provided as quickly as possible.  The use of splash and front door pages on NT Government websites is discouraged.  Where sub-agency pages utilise such pages, users should be provided with a link to ‘skip the intro’.

3.7.4 Screen resolution

· Adopt a resolution-independent design
[RECOMMENDED]
There is no way of knowing the size or display settings of the user’s monitor.  Websites must be designed to suit all screen resolutions.  A resolution-independent design caters for the variety of resolutions by using flexible page formatting.  Observance of flexible formatting can help to avoid truncation of pages when printing.  

3.7.5 Page size

· Build pages for both browsing and printing
[RECOMMENDED]
Users tend to prefer shorter pages, as they are easier to read and take less time to load.  The bottom of the page should be reached within four clicks of the vertical scroll bar.  Longer pages should be divided into multiple inter-linked smaller pages, incorporating appropriate navigational aids.  Consider designing a primary page that provides a summary of content, which links to a page designed for printing.

· Consider splitting long documents
[DESIRABLE]
Very large textual documents are generally not suitable for presentation in HTML on the web.  As a rule of thumb, for a document longer than about five A4 printed pages, consideration should be given to splitting it into smaller documents or creating a PDF version which can be downloaded by the reader from the site.

A long document on a single page should have a contents block at the top of the page connecting to subheadings within the page.  There should also be a link [TOP] at the bottom of the page and at other points if appropriate. 

· Long documents split into parts
[RECOMMENDED]
A multi-page document must contain a top page with the full identification information and a contents list and there must be a link to it from every subsequent page.

Metadata is required only for the top page.  Metadata must not be added to other pages unless it is significantly different from the top page metadata.

Each page should contain its own identification information, since a visitor might get to it via a search engine rather than via the top page.  This information should include:  the name of the creator/publisher, the document title, and the chapter or part heading.  The HTML <TITLE> content should be the document title followed by the page title (chapter or part heading).

Each page should have a [Next page] and [Previous page] link for moving through the text and a contents/top page link.

· Correct use of PDF files
[RECOMMENDED]
A PDF document must be described in an appropriate HTML page with instructions on how to download it.  Make sure that the HTML page has the same creator, publisher, title and date information as the PDF document.  The HTML page must include the relevant metadata.

Users will need a copy of the Adobe Acrobat reader software.  Users of text reader software will need additional reader software from Adobe Acrobat.  A link should be made to the Adobe Acrobat site so that users can download the reader software. 

PDF files should generally not be larger than 1Mb because of excessive downloading time.  It is better to break very long documents into two or more PDF files.

3.7.6 Templates

· Use templates to enforce consistency and facilitate the development and maintenance of web pages
[DESIRABLE]
Web page templates should be used to maximise consistency and greatly reduce the time and effort required to create and maintain site content.  Templates often contain calls to standard Cascading Style Sheets (CSS) and JavaScript files and common header, footer, navigation and metadata elements.

3.7.7 Frames

· Avoid the use of frames
[DESIRABLE]
Many people prefer to avoid frames due to the useability and accessibility difficulties associated with framed sites.  Ideally, they should not be used.  They can interfere with book-marking, printing, indexing and retrieval by search engines, and using the browsers ‘back’ button.

· Provide a non-framed alternative for sites that utilise frames
[RECOMMENDED]
Websites that utilise frames must also provide a suitable non-framed alternative.

3.8 Navigation

· Make navigation predictable and consistent
[RECOMMENDED]
Provide a navigation system that supports the user so that they can easily locate the information or service they require.  The size, shape, position, and function of important elements must remain constant throughout the website.  Surprises are not welcome and inconsistency leads to confusion.

· Use navigation labels that are easily recognised
[DESIRABLE]
Navigation labels should be easily recognised by the key target audience.  Popular web navigation labels for the general public audience include:  ‘Home’, ‘About Us’, ‘What’s New’, ‘Media Releases’, ‘Publications’, ‘Search’, ‘Contacts’, ‘Useful Links’, ‘Sitemap/Table of Contents’, ‘Feedback’, and ‘Help’.  It is tempting to apply unique and creative labels but this can have a detrimental effect on website useability.  Use conventional terms for navigation labels on agency entry points. 

· Provide persistent navigational links
[RECOMMENDED]
Links to the home page, high-level site categories, and the search engine must be provided on every page of the site.  These persistent links allow users to easily navigate from one area of the site to another.

Provide feedback in response to user actions
[RECOMMENDED] 

Create navigational controls that provide visual feedback in reaction to mouse movements and menu selections.  The navigation system should provide feedback that answers three basic questions: 

· Where am I?

· Where have I been?

· Where can I go?

· Provide for navigation between sections of a web document
[DESIRABLE]
All sections of a web document must be interlinked to facilitate navigation between sections.  A contents page (or index) that allows direct access to sections of interest should be provided.  This page should be accessible throughout the document. 

· Provide ‘bread crumbs’ on every page
[DESIRABLE]
‘Bread crumbs’ provide the user with a navigational history of the website.  They are hyperlinks that appear at the top of each web page and provide a list of all levels between the home page and the current page.  The ‘bread crumb’ approach provides context, and allows users to travel back up the hierarchy to any level of the site without needing to revisit all the intermediary points.

· Provide navigation at the top and bottom of all pages
[DESIRABLE]
Minimise the need for scrolling by providing site navigation at both the top and bottom of all pages.

· Provide a sitemap / table of contents to aid navigation
[REQUIRED]
Sitemaps represent the structure of the website in a single page.  They provide an excellent overview of the site and allow for quick access to the major sectional pages and content.  While sitemaps may be provided textually or graphically, the use of graphic sitemaps on NT Government websites is discouraged, while the use of textual sitemaps is encouraged.

3.9 Accessibility

· Maximise the accessibility of information and services
[RECOMMENDED]
NT Government websites must support all users irrespective of their physical limitations (eg vision, hearing, mobility, literacy, or cognitive impairment), environmental limitations (eg noise), and/or technical limitations (eg slow modems, older browser versions, low resolution displays, and monochrome monitors).

· Comply with the Web Content Accessibility Guidelines
[RECOMMENDED]
The Web Content Accessibility Guidelines, developed by the World Wide Web Consortium, are aimed at making websites accessible to all users – particularly those with a disability.  NT Government websites must satisfy all Priority 1 checkpoints (Appendix B) and where possible Priority 2 and Priority 3 checkpoints.

References:

· Web Content Accessibility Guidelines:  
http://www.w3.org/TR/WAI-WEBCONTENT/
· World Wide Web Access: Disability Discrimination Act Advisory Notes, Human Rights and Equal Opportunity Commission: 
http://www.hreoc.gov.au/disability_rights/standards/www_3/www_3.html
· Designing websites for accessibility online Tutorial: 
http://www.parsons.lsi.ukans.edu/media/webaccess.html
· Bobby
http://www.cast.org/bobby/.

Refer to Appendix B for Accessibility Checkpoints.

· Provide a text-based version of the website
[RECOMMENDED]
Websites often incorporate objects (eg graphics and multimedia) that are slow loading or inaccessible to text readers or browsers with graphics turned off.  Where Flash is used, provide a text-based (non-flash) alternative of the website for users of slow internet connections and text-only browsers.

· Provide interpreter service contact information
[RECOMMENDED]
Provide contact information to the interpreter services from the website home page.  This information is available at:  http://www.nt.gov.au/ntg/interpret.shtml.

Consider providing access to non-English versions of information and services based upon demand and the ethnicity of the client base.

3.10 Browser compatibility

· Ensure that the site will display and operate correctly when accessed using different browsers
[RECOMMENDED]
There are many different browsers (eg Internet Explorer, Netscape Navigator, etc) and browser versions (5.0, 4.0, etc) in use within the community.  Unfortunately what looks good in one browser may not look the same (or even work) in another browser. 

Government websites must be developed in a manner that ensures successful operation when accessed using the current and previous version of Internet Explorer and Netscape Navigator.  Wherever possible the access by other browser technologies should be maximised by:

· Providing alternate versions of sites that do not rely on advanced features such as layers, frames, javascript, and JavaApplets; 

· Developing websites in accordance to the HTML 4.0 specification; and

· Evaluate the audience and compare the likelihood of their use of version 3 browsers, with the manner in which you intend to develop your web-based information.

3.11 Bandwidth conservation

· Create quick loading pages by minimising file sizes
[RECOMMENDED]
Most website visitors do not have the luxury of high speed Integrated Services Digital Network (ISDN) internet connections.  The total size of a web page (including HTML, images, and scripts) must be kept to a minimum to ensure acceptable download times for all users.  The process of caching (the automatic storage of web pages, including images on your local hard drive) will influence the delivery speed of pages:

· The total page size of the home page should not exceed 70K; and

· The total page size of all other pages should not exceed 50K.

3.12 Metadata 

· Apply metadata to key information pages
[RECOMMENDED]
To improve the visibility and discovery of information and services all NT Government websites should use and comply with the AGLS metadata standard: 
http://www.naa.gov.au/recordkeeping/gov_online/agls/summary.html.

Agencies should also be aware of other metadata standards such as:

· Business Entry Point (BEP); and 

· Education Network Australia (EdNA). 

Metadata is required for any resource that would benefit from enhanced ‘findability’ beyond the navigation structure of the site and simple text searching by a search engine.  This includes home pages and most content documents.  Navigation pages should include metadata only if they contain useful content that can be indexed.  For example, metadata may be placed on a major publications list.

If a long document or resource is divided into multiple pages, then metadata must be put on the top page only.  If metadata is placed on every page, it leads to multiple hits in a search, which is very annoying.

There may be situations where you want to route people via a higher level page rather than directly to individual resources.  For example, if you have a set of documentation relating to a grants scheme, it may be better to put metadata on the entry level page and not on the individual forms, advertisements etc.  However, we recommend that you avoid using this approach too often because it can get tricky keeping the metadata in line with any changes to the individual resources. 

If you are putting metadata on a higher level page, then generally it should relate to the set of pages encompassed by the higher level page.  For example, metadata on a site’s home page should relate to the site as a whole.

Hyperlinks

· Create labels that accurately describe the destination of links
[DESIRABLE]
Avoid using meaningless labels such as ‘Click Here’ or ‘Go’.  Link text should be worded in a manner that accurately reflects the destination of the link.  This will facilitate scanning and allow the user to quickly identify the links of interest.

· Create links that are easily recognised
[DESIRABLE]
All links, irrespective of whether they are presented as images or text, must be easily recognised.  Appropriate visual cues should be adopted to clearly identify links:

· Link text should be underlined as this is a widely recognised standard;

· Images that link to other pages should look like and act like buttons;

· Mouse-over effects (eg background or foreground colour changes) for text and images can be used to emphasise that an object is a link; and

· Avoid underlining general text.

· Clearly separate links which occur consecutively
[DESIRABLE]
Consecutive links are difficult to read and should be separated, ideally using a vertical bar and white-space (eg About Us | News and Events | Publications).

· Evaluate the appropriateness of links to non-government websites
  [RECOMMENDED]
The presence of a link to a website owned by a non-government organisation may be perceived as an endorsement or advertisement for that organisation.  All links from government websites to websites belonging to non-government organisations must be carefully assessed and take into account the following: 

· Open as externally linked pages in a new browser window.

· Links that could produce commercial benefits for an organisation are not encouraged.  Any such link must include a disclaimer statement that:

The Northern Territory of Australia is not endorsing any provider of products or services by facilitating access to information about these providers from its web pages, nor does it accept responsibility for the quality of goods and services provided by third parties accessed through these pages.

· Links are appropriate for websites belonging to:
· Semi-autonomous government bodies (eg Menzies School of Health) and government owned corporations;

· Non-government organisations that are fully funded by government;

· Reputable organisations receiving significant government funding;

· Suitably accredited organisations that represent groups within a community of interest in non-commercial activities;

· Umbrella groups which represent commercial and industrial enterprises;

· Sponsors of government initiatives;

· Organisations that provide high quality information that is relevant to the activities of government or the NT community; and

· Reputable organisations referenced in government publications or media releases.

· The nature of the relationship between the NT Government and the organisation that is being linked to must be clearly stated at the point that the link is provided.

· Where links are provided to sites outside the NT Government environment this should be made clear to users.  Issues arising from users accessing third-party sites from NT Government sites are covered in the standard disclaimer.  Links must connect to a valid page containing relevant data.

· Seek permission from website owners before providing a link
[RECOMMENDED] 

Always ask the owner of an external site for permission to create a link to it.  This should be done as a matter of courtesy and to avoid possible legal implications.

· Differentiate visited links from unvisited links
[DESIRABLE]
Web browsers, by default, display visited and unvisited links differently.  While it is possible to develop websites that over-ride this behaviour making it impossible to differentiate visited links from unvisited links, this should be avoided as it is likely to result in user confusion and frustration.

· Use the absolute path for links to external pages and the document-relative path for links to local pages
[DESIRABLE] 

Understanding the file path between the document you are linking from and the document you are linking to is essential to creating links.  There are three different methods of linking to a document:

· Absolute paths (eg http://www.nt.gov.au/government/flags.html) must be used to link to a page on another website.

· Document-relative paths (eg flags.html) should be used to link to a page within the local site.  Pages containing document-relative links can be tested on a local hard drive and then transferred to the web server without the need for code changes.

· Root-relative paths (eg /government/flags.html) may be used to link to a page within the local site.  Pages containing root-relative links must be interpreted by the web server and cannot be tested on local hard drives.

3.13 Fonts

· Make text easy to read by using default or standard fonts
[DESIRABLE]
The display properties of text (ie the typeface, size and colour of fonts) must be readable in both electronic and printed form.  Unfortunately not all fonts are supported or accessible by all users.  This may be due to the browser version, browser settings or operating system in use.  The use of default or standard (eg Times New Roman or Arial) fonts is encouraged as it maximises control over the presentation of text.

Colours and backgrounds

· Use colours from the 216-colour browser-safe palette
[RECOMMENDED]
Ensure the colours used for text and graphics look good on a variety of platforms and monitors by selecting them from the 216-colour browser-safe palette.

· Use colours that contrast well on screen and on paper
[RECOMMENDED]
The contrast of the text against the background must be sufficiently high to ensure it is legible both on screen and on paper.  The ‘dark on light’ approach improves the readability of information – black text against a white background produces the best results.

· Use the selected colour scheme consistently throughout the site
[DESIRABLE]
Select a suitable colour scheme and apply it consistently throughout the website.  The colour scheme should, where appropriate, incorporate or complement those colours used within the corporate logo, or those which are otherwise associated with the agency. 

· Avoid the use of background textures or graphics
[DESIRABLE]
Backgrounds textures or graphics should not be used as they can reduce readability and increase load times. 

3.14 Images

· Create images in an appropriate format
[RECOMMENDED]
Images must be created in an appropriate format to minimise load time and maximise the display quality.  There are two formats for displaying images in web browsers:

· Use the GIF format for images that contain line art and flat areas of colour. GIF images are limited to a 256-colour palette.

· Use the JPEG format for images that contain many colour variations, such as photographs. JPEG images can contain up to 16 million colours. 

· Provide ALT text for images
[RECOMMENDED]
An alternative textual description must be specified for all images (except for those that are purely decorative) using the ALT attribute.  The text description should be succinct and summarise the content or purpose of the image.

The ALT text for an image is displayed before the image is fully loaded and is the only source of image information for users of text-only browsers, users of browsers with graphics turned off, and users who are vision impaired.

Authors should test their pages using a non-graphical browser to make sure that information is accessible to the broadest possible audience.

Specify the HEIGHT and WIDTH attributes for all images
[RECOMMENDED]
The HEIGHT and WIDTH dimension attributes forces the browser to allocate space for images and load the text first.  This reduces the time required to render the web page and display the content.

· Re-use images
[DESIRABLE]
Commonly used images, such as those used for site identity and navigation, should be re-used to decrease load time.  Images stored in the browser’s cache will not need to be re-loaded and, as a result, will display faster.

· Use the LONGDESC attribute for complex images (eg graphs and charts) that require a lengthy description
[DESIRABLE]
The LONGDESC attribute provides a hidden link to a web page that contains a detailed description of the image.  Screen readers that are used by the visually impaired can read this information.

· Limit the use of images
[DESIRABLE]
Images can add ‘life’ to a website.  Used incorrectly images can be distracting and will slow down the load time, forcing users to leave in frustration.  Strike an appropriate balance between the visual appeal and load time of web pages.  The use of text, rather than images, should be considered for headings and site navigation.

· Minimise the size of image files
[DESIRABLE]
The size of image files should be reduced as much as possible to minimise the load time of web pages.  There are a variety of techniques that can be applied to improve the load time of pages that include images:

· Use GIFs instead of JPEGs (except for photographs) as they tend to be smaller;

· Reduce the number of colours in the image;

· Reduce the physical dimensions of the image;

· Provide a thumbnail (a smaller version) for a large image and link to the full-size copy; and

· Limit the resolution of images to 72 dpi.
· Use interlaced GIFs
[DESIRABLE] 
Large GIF images should be interlaced so that they are loaded progressively at increasingly higher resolutions.  This allows the user to view the image initially in ‘rough’ form without waiting for the full image to be loaded.

Multimedia and animation

· Provide text equivalents for video and audio clips
[RECOMMENDED]
Ensure the content of video and audio clips is accessible by providing:

· Text and/or audio descriptions of video clips for the vision impaired; and

· Transcripts or at least a description of audio clips for the hearing impaired or those who do not have access to audio.

· Provide download details for video and audio clips
[DESIRABLE]
Download information should be provided to help the user determine whether they wish to access the video or audio clip.  (See 3.26 Downloads.)

· Avoid the use of animation that may trigger epileptic fits
[RECOMMENDED]
Certain special effects such as spiralling, throbbing or flashing may trigger epileptic fits and should not be used.

· Minimise the use of animation as it slows the loading of pages
[DESIRABLE]
The use of animation can be an effective means for drawing attention to key aspects of a website.  Care must be taken to ensure it does not distract users or lead to unacceptable load times.  The file size of animated images should be kept as small as possible, by limiting the number of frames, to minimise the load time. 

3.15 Style sheets

· Use Cascading Style Sheets (CSS) to control presentation
[DESIRABLE]
The use of CSS allows various styles to be defined and modified independent of the site content.  Global styles should be employed to ensure consistency in presentation across the site and to aid web page development and maintenance.

3.16 Scripting languages and JavaApplets

· Provide alternate mechanisms for accessing web pages that rely on scripting languages or JavaApplets
[RECOMMENDED]
Website functionality delivered through client side scripting (Mobile Code) such as Java, ActiveX and Dynamic HTML must be accessible to the widest possible audience.  Where this is implemented both the user and the server that distributes the code should be authenticated.  This may require the development of alternate facilities that will ensure successful operation under different browsers.  Special ‘browser sniffers’ can be used to detect the browser in use and load alternative versions as appropriate.

Plug-ins and special software packages

· Avoid providing material that requires the download and use of a plug-in or a special software package
[DESIRABLE]
Consideration should be given to avoiding content that can only be accessed through a plug-in (eg Shockwave, RealAudio, etc) or a special software package as this may inhibit access to information.  The provision of alternative access mechanisms that permit online viewing through a variety of browsers and without the need of non-standard facilities should be provided wherever possible.  Provide links to appropriate websites where downloads are required and indicate their cost and download times.

3.17 Forms

· Provide forms that are easy to understand and complete
[RECOMMENDED]
There are some basic principles that apply to form design irrespective of whether the form is in electronic or hardcopy format:

· Forms should be clearly documented to identify its purpose, who should use it, when it should be used, how to complete it, and where to submit it; and

· Forms should be easy to complete by providing clear presentation, consistent layout and structure (including field labels), unmistakable wording, logical grouping of questions, and sufficient room for each response.

There are additional requirements for electronic forms that are completed and submitted over the internet:

· Full disclosure of matters relating to the privacy and security of the submitted information must be made available;

· Appropriate navigation facilities and indicators are to be provided;

· All field items should be arranged vertically (ie down the screen) to aid readability;

· Form pre-filling should be utilised wherever possible;

· Errors resulting from incomplete or invalid information should be detected upon submission and immediately communicated to the user for correction;

· The user should be provided the opportunity to verify and edit the form prior to final submission; and

· Upon submitting the form the user should be issued with an electronic receipt notifying that the form has been accepted. 

· Provide alternatives to interactive forms
[DESIRABLE]
Electronic forms can be an efficient and effective means of capturing information from citizens of Government.  However, there are many people who are unable to (eg browser compatibility or disability issues) or refuse to (eg security and privacy concerns) use electronic forms.  Suitable alternatives to electronic forms must be provided.  This may include the provision of:

· Downloadable versions in Text, Word and/or Acrobat format.  These can be completed offline and sent via e-mail or printed and sent via fax or regular surface mail.

· Telephone contact details for requesting a hardcopy, further information, or assistance.

3.18 Search facilities

· NT Government Search Engine

The NT Government internet (http://www.nt.gov.au) and intranet (http://uluru.nt.gov.au) sites use a search engine product called Excite for Windows Servers (EWS).

EWS operates by indexing files on the FELIX and ULURU servers on a weekly basis and storing the following information in a repository:

· The document's title – this is what EWS finds in the <title>XXX</title> tag;

· The document's URL; and

· A summary of the document – this is either the content of the first <meta name="description"> EWS encounters OR text that EWS in the document.

The major limitations of EWS are that:

· It only indexes files on the server on which it is installed – this means that it WILL NOT search documents hosted on other servers; and

· It only recognises one metadata tag.

· Enhancing Search Capabilities
[RECOMMENDED]
In order for EWS to effectively search and locate relevant information care needs to be taken to ensure that:

· Relevant information is available on the server; and

· Each document has <title>XXX</title>  and <meta name="description" content=”XXX”> tags that contain meaningful and useful information.

Searching with EWS allows users to access documents that would not be accessible through navigating from an agency web site.  Care should be taken to ensure that old documents are removed from the server.

· Search Engine Access to Secure Sites
[RECOMMENDED]
The central NT Government search engine will query the whole file system including protected areas and temporary directories unless these are specifically excluded.  In order to protect information within these areas from being displayed through a search, the web server management group should be notified of any restricted areas for exclusion.

Provide access to the general NT Government search facility
[RECOMMENDED]
The structure of government can make it very difficult for members of the public to know with certainty which website is likely to contain the information they require.  Providing access to the NT Government search engine (via a hyperlink or some other means) facilitates cross-government searches, allowing the required information to be located with minimal effort.

· Provide a site specific search facility
[DESIRABLE]
Approximately half of all users could be described as exhibiting search-dominant behaviours.  These people are not interested in looking around a website, instead they want to find specific information as fast as possible.  Cater to the needs of the search-dominant by including a site specific search engine that is accessible from every page of the website.

3.19 Mailing lists

· Make it easy to subscribe and unsubscribe to mailing lists
[RECOMMENDED]
Develop a user-friendly interface to mailing list subscription facilities.  Respond to subscription requests by sending a message to the user asking them to confirm that they in fact want to join the list.  Subscriptions should not be activated until the user sends a positive response.

Subscribers to a mailing list may, at some point, wish to opt-out of the list.  All messages sent to the mailing list must explain how to unsubscribe from the list.  When a user unsubscribes an acknowledgment message should be sent that confirms that they have been removed from the list.

· Minimise the size of e-mails sent to mailing lists
[DESIRABLE]
Competing priorities and time limitations can frustrate users attempting to process their in-boxes.  Keep e-mails to subscribers succinct and avoid including file attachments.  The e-mail text should be limited to brief summaries and provide links, where necessary, to more extensive content or downloads residing on the website. 

3.20 Discussion forums

· Moderate all submissions to discussion forums
[RECOMMENDED]
All online discussion forums must be moderated to prevent the automatic publishing of inappropriate material to government websites.  It is important that suitable administrative and resourcing arrangements are in place to support discussion forums.

Downloads

· Provide information that will help users determine whether they want to access downloadable material
[RECOMMENDED]
Downloading material from the internet can be an expensive and time-consuming exercise.  Educate users about downloadable material by providing information concerning the:

· Subject matter;

· Download and installation instructions;

· File format;

· File size details;

· Running time (for video or audio clips only); and

· Provide links to software download sites and indicate whether or not it is free.

· Ensure all downloadable material is virus free
[RECOMMENDED]
Prior to making downloadable material available it must be checked and cleared of computer viruses.  The distribution of virus infected material could result in legal action against the government. 

· Provide alternative formats for downloadable material
[DESIRABLE]
The accessibility of downloadable material should be maximised by providing a selection of file formats.

3.21 Printing

· Provide a means for printing related pages in a single action
[DESIRABLE] 

For most people reading from a computer screen is slower than reading a hardcopy.  Make it easy for users to obtain a hardcopy of documents split across multiple web pages.  Consider providing alternative versions that may be downloaded or accessed through a single continuous web page.

3.22 Error messages

· Provide clear and informative error messages
[RECOMMENDED]
It is important that all situations that are likely to result in error are anticipated, detected, and explained.  Error messages must provide a clear explanation (free of any technical terms eg ‘404 Not Found’) of the problem and offer instructions for overcoming the problem.  User-centred error messages must be generated for:

· Forms that contain incomplete or incorrect values;

· Requests for web pages that do not exist; and

· Search requests that fail to return any results.

4 Management guidelines

4.1 Endorsement of websites

· Seek endorsement for all new, significantly redeveloped or sensitive websites from the Director, Strategic Advice Directorate, ITNT, DCIS                       [RECOMMENDED]
Websites that are new, significantly redeveloped, or which disseminate information of a sensitive nature must be endorsed by the NT Government Webmaster.  Enquiries and website proposals should be forwarded to the Director, Strategic Advice Directorate, ITNT, DCIS, 08-8924 3820.

4.2 Internet presence notification 

· Notify the NT Government Webmaster of new, relocated, or redeveloped websites and services 
[RECOMMENDED]
NT Government websites must be maintained in an efficient and effective manner to maximise their accuracy and completeness.  To ensure government websites and services are discoverable through these sites it is necessary to register them with the NT Government Webmaster (ntg.webmaster@nt.gov.au).  Notifications must include:

· Name of the agency;

· Name, address, telephone number, fax number of the agency contact person;

· Short description of the site or service; and

· Web address of the site or service.

4.3 Website promotion

· Register with appropriate search engines
                                        [RECOMMENDED]
Increase the ‘discoverability’ of the website by registering it with Australian and international search engines.  Some of the more widely used search engines include:  Alta Vista, Yahoo, Info Seek, Excite, Answers, Look Smart, Lycos, Snap, Ask Jeeves, Google, Magellan, Matilda, Hot Bot, Go To, Netscape Search, Web Crawler, Web Wombat, and Oz Search. 

· Implement a suitable promotional campaign for the website
[DESIRABLE]
There is no point developing a site if no one knows it exists.  Once the website is publicly available consider how to increase its visibility:

· Register with appropriate search engines;

· Raise awareness through presentations at appropriate community meetings, public exhibitions and industry conferences;

· Include the websites URL in all advertisements on television, radio, or in print;

· Include the websites URL on business cards, letterheads and in publications; and

· Utilise internal departmental communication channels to inform your colleagues. 

4.4 Content management

· Seek authorisation prior to publishing
[RECOMMENDED]
Prior to publishing content on the internet it must be approved by a senior executive or delegate.  The approving officer must be confident that the content is correct in all aspects (ie technically, legally and in principle).  Publishing on the internet is no different to publishing elsewhere and should be subject to the same checks and balances.

· New domain names (URL’s)
[REQUIRED]
URL’s must comply with NT Government naming standards.  For information on the NT Government’s domain naming standards, please refer to the NT Government Domain Name Entries Policy.  All queries in regards to NT Government domain naming (website names) should be directed to the SSU, DCIS, 08-8924 3844, where compliance with NT Government domain name standards will be checked.

· Make regular backups
[RECOMMENDED]
Implement a regular backup regime to ensure the website can be quickly restored in the event of a disaster (eg hardware failure, malicious damage, etc). 

· Implement an information management and record-keeping strategy 
[RECOMMENDED]
Agencies are accountable for the accuracy and currency of the information on their website.  Suitable information management and record-keeping strategies must be implemented that ensure:

· Adequate version control and site maintenance;

· The capture and retention of website snapshots on a regular basis; and

· The documentation of all website changes (ie change logs).

4.5 Resources

· Use templates and pro-forma documents
[DESIRABLE]
A suite of templates and pro-forma documents are available for web developers:

· Procedures and guidelines

· NT Government Web Server:  Environment and Guidelines

· NT Government Writer’s Style Guide

· Resources and general information

· Customer Specification Template

· Web development plans and strategies

· Executive proposal pro-formas – these documents are aimed at the agency executive to define the project scope

· THS Development Proposal

· Project process pro-formas

· NTDE Development Proposal

· DIB Development Process Proposal

· ITNT Website Management Plan
· Managing the Content on an Internet Site

· Content Management Spreadsheet

· Content Management Matrix
· Approved forms

· Approval of Graphic Design

· Approval of Content Structure Schema

· Approval of Documentation
· NT Government Web Developers forum (http://uluru.nt.gov.au/publicaffairs/gco/web/web.shtml)

· Web Master Maintenance Checklist (Refer to Appendix C).

5 Quality guidelines

· Identify and address the quality attributes for the website
[RECOMMENDED]
Consider the importance of the various quality attributes that are applicable to website development.  Ensure that the required level of quality is addressed throughout the life-cycle of the website.

Attribute
Description

Conformity
Does the website have all of the data and functionality specified?

Useability
Is the website easy to use, learn and understand from the user’s perspective?

Efficiency
Does the website use the hardware and software and other resources efficiently?

Maintainability
Is the website easy to maintain and correct?

Reuseability
Does the website include code and data that is capable of being used by other products?

Flexibility
Is the website easy to enhance in order to add or modify function and data?

Reliability
Does the website operate without failure and with consistency?

Portability
Is the website capable of operating on a variety of hardware and software platforms?

Security and Auditability
Is the website secure from unauthorised access and is it auditable?

Table 1: Website quality attributes
· Maximise quality by involving users in the development process
[RECOMMENDED]
Involve representatives of the target audience in the development of the website.  Identify user needs and expectations by consulting them during the early planning and design stages of the project.  Continue to collect feedback from users after the sites implementation through online and offline questionnaires.

· Ensure the website is adequately documented
[RECOMMENDED]
The website structure (files and folders), design (navigation, fonts, graphics), templates, program logic (ie explanation of code developed in JavaScript, etc) and publishing procedures must be documented to a standard that will ensure the site can be easily maintained.

· Undertake content reviews
[RECOMMENDED]
The quality of published material is determined by its accuracy, consistency, completeness and currency.  All content must be thoroughly reviewed prior to publishing and periodically (preferably at three monthly intervals) thereafter.  Failure to provide quality information may have significant consequences from damage to the agencies credibility to liability risks.

Conduct quality assurance testing
[RECOMMENDED]
Inspect all web pages to ensure:

· Correct spelling and grammar usage;

· Correct operation of links;

· Correct display of design components (eg colours, fonts, graphics, tables, etc); and

· Correct behaviour of scripts, applets, and downloads.

· Conduct accessibility testing
[RECOMMENDED]
The accessibility of a website can be validated through a combination of automatic testing tools and human review.  The following validation methods must be applied:

· Use automated tools to analyse web pages for accessibility, browser compatibility and conformity with HTML specifications
. 

· Use a text-only browser or emulator. 

· Use multiple graphic browsers with: 

· Sound and graphics enabled;

· Graphics disabled;

· Sounds disabled;

· No mouse; and

· Frames, scripts, style sheets and applets disabled.

· Use old and new versions of the Microsoft and Netscape browsers.

· Use spelling and grammar checkers.

· Review documents for clarity and simplicity.

· Conduct performance testing
[RECOMMENDED]
Test the performance of the website by evaluating the capabilities of the technical infrastructure (ie web servers, database servers, application servers, routers, etc) and the response times associated with requests for individual pages (particularly the home page).  The text and navigational components of all web pages should display within 10-15 seconds over a 28.8Kbps modem during peak periods. 

· Check links regularly
[RECOMMENDED]
Ensure that links are correct prior to making material available on the internet.  Due to the dynamic nature of websites it is necessary to periodically check all links to ensure they are operational – ideally this would be undertaken on a weekly basis.  Correct or remove broken links upon discovery.

Monitor website usage
[RECOMMENDED] 

The ongoing monitoring of traffic to the website is a vital mechanism for identifying areas that require improvement or ongoing development.  Site usage reports, generated by software running on the web server, can be used to determine:

· Total page views for the site, which may indicate the success of the promotional campaign or the value of the information and services offered by the site;

· Pages that are frequently accessed, which may be used to identify documents that need to be made accessible directly from the home page;

· Navigation paths people take to access pages within the site, which may highlight problems with the site architecture; and

· Terms entered into the sites search facility, which could identify alternative methods for categorising information and services.

· Monitor customer feedback
[DESIRABLE]
Solicit feedback from website visitors through an annual survey and the provision of an online questionnaire.  The collection, collation and analysis of this data will highlight areas requiring improvement and assist with the ongoing maintenance and development of the site.

6 Legal guidelines

6.1 Legislation

· Adhere to the various legal obligations and responsibilities
[REQUIRED]
There are various legal requirements that apply to the electronic delivery of information and services.  Agencies must comply with the relevant provisions of their enabling legislation and with the relevant provisions of the various Acts.

Refer to the NT Government Internet/Web Services Policy and the Electronic Commerce Service Policy.

6.2 Copyright notice

· Provide access to an appropriate copyright notice from every page
[REQUIRED]
The standard copyright notice for NT Government websites is:

Northern Territory Government materials published on the internet are protected by copyright law.  Apart from fair dealing for the purposes of private study, research, criticism or review, as permitted under the Copyright Act 1968, no part may be reproduced or reused for any commercial purposes whatsoever.

http://www.nt.gov.au/ntg/disclaimer.shtml#copyright.

6.3 Disclaimer notice

· Provide access to an appropriate disclaimer notice from every page
[REQUIRED]
A suitably worded disclaimer notice may limit the Territories liability associated with the use of published information.  The standard disclaimer notice for NT Government websites is:

Each user waives and releases the Northern Territory of Australia to the full extent permitted by law from any and all claims relating to the usage of material or information made available through the system.  Subject to any terms implied by law which cannot be excluded, in no event shall the Northern Territory of Australia be liable for any losses or damages, including incidental or consequential damages, resulting from use of the material.  While care has been taken to ensure that information contained in Northern Territory Government publications is true and correct at the time of publication, changes in circumstances after the time of publication may impact on the accuracy of this information.  The Northern Territory of Australia gives no warranty or assurance, and makes no representation as to the accuracy of any information or advice contained, or that it is suitable for your intended use.

In addition to locally sourced information, the Northern Territory Government Web Server provides links to external internet sites.  These external information sources are outside our control.  It is the responsibility of internet users to make their own decisions about the accuracy, currency, reliability and correctness of information found.  Although care is taken to provide links to suitable material from Northern Territory Government sites the nature of the internet prevents the guaranteeing of suitability, completeness or accuracy of any material that this site may be linked to.

The Northern Territory of Australia is not endorsing any provider of products or services by facilitating access to information about these providers from its web pages, nor does it accept responsibility for the quality of goods and services provided by third parties accessed through these pages.
http://www.nt.gov.au/ntg/disclaimer.shtml#disclaimer.

6.4 Privacy policy

· Provide access to a privacy policy from every page ensuring that it complies with the appropriate legislation
[REQUIRED]
Privacy is a major concern of internet users.  The widespread acceptance and use of electronic service delivery mechanisms, particularly public access websites, is dependent upon establishing an environment of trust.  The public needs to be assured that their privacy will be protected. 

Providing access to a suitable website privacy policy will engender trust.  The privacy policy must be accessible from every page within the website and given prominence where users are asked to provide personal information.

The privacy policy must comply with the relevant privacy legislation.  A standard minimum privacy statement has been developed for use by NT Government agencies:  

Some information is automatically collected whenever anybody accesses NT Government internet sites.  Additional information may be voluntarily supplied – eg through on-line forms and e-mail for specific service delivery purposes.  The NT Government will only use such information collected for the purpose for which it was supplied and such information will not be disclosed to any third party unless required by law.

http://www.nt.gov.au/ntg/disclaimer.shtml#privacy.

Agencies with additional requirements (such as those that use cookies) should amend the standard privacy statement as required and ensure that issues addressed in their Privacy Statement comply with the Australian Privacy Commissioner’s Guidelines for Federal and ACT Government World Wide Websites.
References:

· Guidelines for Federal and ACT Government World Wide Websites, Privacy Commission: 
http://www.privacy.gov.au/issues/p7_2.html.

7 Appendix A:  Website development checklist

Website Checklist

Required and Recommended Elements
Compliance?
Comments


Yes
No


Writing guidelines




Writing style




Refer to NT Government Writers’ Style Guide
(
(


Content is succinct and in plain English
(
(


Content is scannable
(
(


Content is free from vulgarities and is non-discriminatory
(
(


Design guidelines




Availability




Provide access to all publicly available information
(
(


Provide documents in an appropriate format
(
(


Titles and headings




Provide meaningful text in a <TITLE> tag
(
(


Provide effective headings 
(
(


Text formatting




Never underline text in a web page unless it is a link
(
(


Italicise references to published documents
(
(


Dates, times, telephone numbers and locations




Provide date, time, telephone and location information in a format that is complete and understandable
(
(


Footnotes and endnotes




Use endnotes when referencing other works
(
(


Site structure




Develop a user-centric structure for the website
(
(


Design hierarchies of breadth rather than depth 
(
(


Directory structure and file naming




Use lowercase file and directory names
(
(


Observe the server environment and protocols
(
(

















Page Layout




All pages:

· Visual identity established and applied throughout

· Prominent link to NT Government website provided

· NT Government logo is displayed and has equal prominence with any agency logo

· Web pages are free standing (ie no ‘dead-ends’)

· Footer details provided at the base of each web page (ie contact details, date last updated, copyright link, disclaimer link, privacy link)
(
(


Home page:

· Informative and inviting design

· Fits within ‘prime screen real estate’

· Prominent link provided to the NT Government website
(
(


Avoidance of use of splash and front door pages at agency entry points
(
(


Resolution-independent design
(
(


Page size

· Build pages for either browsing or printing

· Long documents split into parts

· Correct use of PDF files
(
(


Non-framed version is provided
(
(


Navigation




Navigation is predictable and consistent 
(
(


Key navigation labels appear on all pages
(
(


Visual feedback provided in response to user actions
(
(


Sitemap / table of contents provided
(
(


Accessibility




Accessibility maximised 
(
(


Compliance with W3C Content Accessibility Guidelines  (Refer to Appendix B for checklist)
(
(


Provide a text-based version of the site




Provide a link to interpreter services
(
(


Browser compatibility




Site displays and operates correctly under different web browsers
(
(


Bandwidth conservation




File sizes are minimised to ensure pages are quick loading
(
(







Metadata




Apply metadata to key information pages
(
(


Hyperlinks




Links are easily recognisable
(
(


Links to non-government sites have been carefully evaluated for appropriateness
(
(


Permission obtained from website owners for links to external sites
(
(


Colours and backgrounds




Colours selected from the 216-colour safe palette
(
(


Colours contrast well on screen and paper
(
(


Images
(
(


Correct format used for images
(
(


ALT text provided
(
(


HEIGHT and WIDTH attributes specified
(
(


Multimedia and animation




Text equivalents provided for audio and video clips
(
(


Animation that may trigger epileptic fits avoided
(
(


Scripting languages and JavaApplets




Alternate versions provided for pages relying on scripting languages or JavaApplets
(
(


Forms




Forms are easy to understand and complete
(
(


Search facilities




Search capabilities enhanced by using content management skills
(
(


Web Server Management Group notified of restricted areas
(
(


Access to the general NT Government search facility
(
(


Mailing lists




Users can subscribe and unsubscribe easily
(
(


Discussion forums




Discussion forums are moderated
(
(












Downloads




Information concerning downloadable material provided (eg file size, file type, etc)
(
(


Downloads are virus free
(
(


Error messages




Error messages are clear and informative
(
(


Management guidelines




Internet presence notification




NT Government Webmaster notified of new, relocated, or redeveloped websites
(
(


Website promotion




Website registered with appropriate search engines
(
(


Content management




Authorisation obtained prior to publishing
(
(


New domain names comply with NT Government standards




Regular backups made
(
(


Information management and record-keeping strategy implemented
(
(


Quality guidelines




Quality attributes identified and addressed
(
(


Users involved in the development process
(
(


Website is adequately documented
(
(


Content reviews undertaken
(
(


Quality assurance testing conducted
(
(


Accessibility testing conducted
(
(


Links checked
(
(


Performance testing conducted
(
(


Website usage monitored
(
(


Customer feedback monitored
(
(


Legal guidelines




Legislation




Legal obligations and responsibilities addressed
(
(







Copyright notice




Copyright notice is accessible from every page
(
(


Disclaimer notice




Disclaimer notice is accessible from every page
(
(


Privacy notice




Privacy notice is accessible from every page
(
(


‘Recommended elements’ – Compliance checked:

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Developer

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Manager/Strategic Advisor

Website Checklist

Desirable Elements
Compliance?
Comments


Yes
No


Writing guidelines




Writing style




Important information placed first
(
(


Design guidelines




Availability




Provide access to forms that are in public demand
(
(


Publish online first
(
(


Highlight the availability of new content
(
(


Titles and headings




Headings appear in sentence case format
(
(


Text formatting




Readability maximised using left justification
(
(


Directory structure and file naming




Directory structure that mirrors the site structure created
(
(


Page layout




Long documents split
(
(


Templates used to enforce consistency, and facilitate development and maintenance of web pages
(
(


Use of frames avoided
(
(


Navigation




Navigation labels are easily recognised
(
(


Navigation between sections provided
(
(


Bread crumbs provided
(
(


Navigation provided at the top and bottom of all pages
(
(


Metadata 




Business Entry Point metadata standard applied to web pages targeted at the business community
(
(


Hyperlinks




Labels accurately describe the destination of links
(
(


Links occurring consecutively are clearly separated
(
(


Differentiate visited links from unvisited links
(
(


Absolute path links to external pages, and document-relative path for links to local pages provided
(
(


Fonts 




Default or standard fonts used
(
(


Colours and backgrounds




Colour scheme is consistent throughout the site
(
(


Background textures or graphics avoided
(
(


Images




Images are re-used
(
(


LONGDESC attribute used for complex images
(
(


Use of images limited
(
(


Size of image files minimised
(
(


Interlaced GIFs used
(
(


Multimedia and animation




Download details for video and audio clips provided
(
(


Use of animation minimised
(
(


Style sheets




Cascading Style Sheets used
(
(


Plug-ins and special software packages




Material requiring the download and use of plug-in or special software package avoided
(
(


Forms




Alternative to interactive forms provided
(
(


Search facilities




Access to site specific search facility
(
(


Mailing lists




Size of e-mails sent to mailing lists minimised
(
(


Downloads




Alternative formats for downloadable material provided
(
(


Printing




Option to print related pages in a single action provided
(
(












Management guidelines




Website promotion




Suitable promotional campaign for the website implemented
(
(


Resources




Templates and pro-forma documents used
(
(


Quality guidelines




Customer feedback monitored
(
(


‘Desirable elements’ – Compliance checked:

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Developer

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Manager/Strategic Advisor

8 Appendix B:  Accessibility checkpoints

Refer:  http://www.w3.org/TR/2000/REC-ATAG10-20000203/atag10-chktable.html
8.1 Priority 1 checkpoints

Checkpoints
Checkpoint Number
Compliance?



Yes
No
N/A

In General





Provide a text equivalent for every non-text element (eg via ‘alt’, ‘longdesc’, or in element content).  This includes:  images, graphical representations of text (including symbols), image map regions, animations (eg animated GIFs), applets and programmatic objects, ascii art, frames, scripts, images used as list bullets, spacers, graphical buttons, sounds (played with or without user interaction), stand-alone audio files, audio tracks of video and video. 
1.1




Ensure that all information conveyed with colour is also available without colour, for example from context or markup. 
2.1




Clearly identify changes in the natural language of a document's text and any text equivalents (eg captions).
4.1




Organise documents so they may be read without style sheets.  For example, when an HTML document is rendered without associated style sheets, it must still be possible to read the document.
6.1




Ensure that equivalents for dynamic content are updated when the dynamic content changes.
6.2




Until user agents allow users to control flickering, avoid causing the screen to flicker.
7.1




Use the clearest and simplest language appropriate for a site's content.
14.1




And if you use images and image maps 





Provide redundant text links for each active region of a server-side image map.
1.2




Provide client-side image maps instead of server-side image maps except where the regions cannot be defined with an available geometric shape.
9.1




And if you use tables 





For data tables, identify row and column headers. 
5.1




For data tables that have two or more logical levels of row or column headers, use markup to associate data cells and header cells.
5.2




And if you use frames 





Title each frame to facilitate frame identification and navigation. 
12.1




And if you use applets and scripts 





Ensure that pages are useable when scripts, applets, or other programmatic objects are turned off or not supported.  If this is not possible, provide equivalent information on an alternative accessible page.
6.3




And if you use multimedia 





Until user agents can automatically read aloud the text equivalent of a visual track, provide an auditory description of the important information of the visual track of a multimedia presentation.
1.3




For any time-based multimedia presentation (eg a movie or animation), synchronise equivalent alternatives (eg captions or auditory descriptions of the visual track) with the presentation.
1.4




And if all else fails 





If, after best efforts, you cannot create an accessible page, provide a link to an alternative page that uses W3C technologies, is accessible, has equivalent information (or functionality) and is updated as often as the inaccessible (original) page.
11.4




‘Priority 1 checkpoints’ – Compliance checked:

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Developer

Signed:  ____________________________________________


Print Name:  _____________________________________________________
Date:  __________________

Website Manager/Strategic Advisor
9 Appendix C:  Webmaster maintenance checklist

Content
What to check
When
Check

HTML documents
Broken links internal
Weekly 
(

HTML documents
Broken links external
2nd Weekly 
(

HTML documents
Broken anchors
Monthly 
(

HTML documents
Pages missing titles
Monthly 
(

HTML & media documents
Slow pages
Weekly 
(

HTML documents
Missing attributes
Monthly 
(

HTML & media documents
Old pages (page expiry)
Monthly 
(

HTML & media documents
Orphaned files
Monthly 
(

HTML & media documents
Deep pages (<4 links away from index)
Monthly 
(

HTML documents
‘What’s New’ (update and archive)
Weekly 
(

HTML forms
Reply/action feedback
Weekly 
(

HTML documents
Each page/section in the website has a person assigned as the ‘content provider’ for that page/section, responsible for keeping it updated
Monthly 
(

Website counter
Website traffic monitoring and analysis
Monthly 
(

File system contents
General house keeping (tidy up directories)
Monthly
(

Content management 
Roll-over content management records
Monthly
(

General site
Disseminate site update information to content providers (eg new standards/ styles guide updates)
As required
(

General site
Web awareness/education and training
As required
(

HTML & media documents
Review and test search engine listings
Monthly
(

New/amended links
Advise the NT Government Webmaster
Refer to sections 4.2, 4.3 & 4.4
(
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Appendix D:  Basic page elements
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Page content – �‘Scannable content’�– important information first�– short paragraphs�– highlighted keywords�– bulleted lists (dot points)�– meaningful headings





Lowercase characters for domain, directory and file names





A meaningful title specified using the <TITLE> tag





Basic page elements example 1





Bread crumbs allowing for hierarchical navigation





Footer details at the base of all pages.�- Logo and link to NT Government web site�– Contact information �– Date this page was last modified�– Privacy, copyright and disclaimer notices





Page or Document Title �





Banner and Site Navigation





home | level1 menu | level 2 menu | current





home | site index | search | contact list | feedback�copyright, disclaimer, privacy | webmaster �last updated: Thursday 30th February 2001





�





Page title





- careers & vacancies�– related links �– international�– about this website�– about us





home | site index | search | contact list | feedback





Header banner: approx 50hx700w pixels





Basic page elements example2








� Guidelines for Commonwealth Information Published in Electronic Formats, AusInfo,�� HYPERLINK http://www.ausinfo.gov.au/guidelines/ ��http://www.ausinfo.gov.au/guidelines/�


� Bobby, located at �HYPERLINK "http://www.cast.org/bobby/"��http://www.cast.org/bobby/�, is a freely available test tool that is widely used for validating the accessibility of public access websites.





